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Presenter
Presentation Notes
You may have heard conversations that make you wonder – did she say HIPPO? Okay, maybe not, but the Hippo has been a frequent sidekick on a lot of HIPAA materials.  She sure doesn’t answer the question – what is HIPAA? 

HIPAA stands for the Health Insurance Portability and Accountability Act – a federal law that requires the health care providers, health plans, and health care clearinghouses to follow its Privacy rules and requirements starting April of 2003.  

The Department of Health has developed this course to inform employees of their responsibilities related to the implementation of this Federal legislation.  


o

i Training Objectives

Understand the purpose of HIPAA and the

Privacy Rule

2. Understand why DOH must comply.

3. Understand the term “protected health
information”

a, Understand the rules for use and disclosure of
protected health information

5. Understand the Notice of Privacy Practices and
clients’ rights.

6. Understand that the DOH may still share

protected health information with its business
associates while following HIPAA requirements.

7. Know where to find DOH privacy policies and
procedures.
8. Know who the Privacy Officers and the DOH

Privacy Complaint Officer are.


Presenter
Presentation Notes
These training objectives are for the advanced HIPAA program.

They cover more detail than the HIPAA Privacy Compliance” video by Coastal Health which is the training for Basic HIPAA at the Department of Health.

As a supplement to the “HIPAA Privacy Compliance” video by Coastal Health, this PowerPoint along with the the DOH Privacy Policy and HIPAA related forms, provides the content needed for the DOH’s Advanced HIPAA training.


i Intent of Training

= This training is intended for new DOH employees,
contracted providers, and volunteers.

= This training is an overview of the HIPAA regulations
and the DOH Information Security and Privacy
policies. It does not cover all policies and procedures
that the DOH workforce is to abide by.

= It is advised that all DOH employees, contracted
providers, and volunteers review the HIPAA
regulations and DOH Information Security and
Privacy policies to get a complete understanding of
what he/she is responsible for.



Course Outline

s Overview of the Federal
HIPAA legislation

= The HIPAA Privacy Rule

= Protecting Client
Information

= Client Rights

= DOH Information Security
and Privacy Policy and
Procedures



Presenter
Presentation Notes
This PowerPoint presentation provides an over view of the federal HIPAA legislation and the HIPAA privacy rule.  In addition, we will review how this translates into protecting client information, the rights clients have as a result of HIPAA and our DOH operating policies and procedures.


!'_ What 1s H/IPAA?


Presenter
Presentation Notes
Let’s review from the federal perspective – what is HIPAA?


What is HIPAA?

Health Insurance Portability and Accountability Act

= The purpose of HIPAA is to improve the
efficiency and effectiveness of the country’s
health care system.

= By establishing standards for electronic
transmission of health information.

= By establishing standards to protect the privacy of
iIndividuals’ medical records and other protected
health information.

= By ensuring the security of health care
Information.


Presenter
Presentation Notes
HIPAA is the Health Insurance Portability and Accountability Act.  It is part of a plan to make the country’s health care system more efficient and effective.  HIPAA will help health care providers eliminate waste, streamline electronic transmission and expand the potential to share health information. 

At the same time, we must assure that specific safeguards are in place to prevent misuse of individually identifiable health care information.  This is done by establishing standards that protect the privacy of medical records and other protected health information and also by ensuring the security of health information.


HIPAA Privacy

=y,

HIPAA Privacy Regulations
establish national standards for protecting
the privacy of health information.

= They impose new restrictions on the use
and disclosure of protected health
information.

= They give patients greater access to and
protection of their medical records and
more control over how they are used.


Presenter
Presentation Notes
This course will define and highlight key areas of the act and provide an overview of the Department’s policy and procedures. 


o

i DOH must comply with HIPAA

= Covered entities must comply with HIPAA.

= A covered entity is a:
Health Plan
Health Care Clearinghouse
Health Care Provider

= Many activities we carry out closely match the
HIPAA definition of a Health Care Provider,
especially those involving Medicare and
Medicaid.


Presenter
Presentation Notes
All Covered Entities must comply with HIPAA regulations.



A Covered Entity is defined as a Health plan, Health Care Clearinghouse or Health care provider who transmits health information electronically in connection with a transaction for which there is a HIPAA standard.  



DOH often falls in the last category because of our interaction with various federal programs such as Medicaid and Medicare. Many parts of the Department of Health must therefore comply with HIPAA regulations. 



Next, we will take a look at the Privacy Rule requirements.
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HIPAA rules apply to a significant part of
the agency and to those unit employees.


Presenter
Presentation Notes
You may be wondering why you are taking this course.  First, the Department of Health, in many units, acts as a health care provider.  Additionally, we play a critical role in assuring the public’s health.  It is important to know that HIPAA regulations do not limit the ability to carry out public health functions such as disease reporting or maintaining registries such as those kept at vital statistics or for monitoring diseases.  However, we must preserve the privacy of health information when it is shared in certain other ways.  



It is important to know that the privacy rule does not supercede Federal, state or other laws that grant individuals even greater privacy protection or other state laws that are not incompatible with them.  Where they conflict, though, the federal regulations take precedence.




What does the HIPAA Privacy

!'_ Rule Require?



Presenter
Presentation Notes
Just what does the HIPAA privacy rule require the Department of Health to do?

The privacy rule will require DOH staff to make some adjustments to their current practices and maintain an awareness of the HIPAA requirements to assure we are in compliance.




o

i The HIPAA Privacy Rule

= Establishes safeguards to
protect the privacy of
health care information

s Sets boundaries on the
use and release of health
records

= Holds people accountable
If they violate patient
rights (civil and criminal
penalties)



Presenter
Presentation Notes
The Privacy Rule establishes safeguards to ensure the confidentiality of protected health information.  This means that any information that can reasonably be used to identify health records with a specific individual must be protected.  



As you know, everyone who works for the Department is responsible for following and enforcing the Department’s Security Policy.  The good news is that these practices which are already in place are also requirements of the HIPAA privacy rule.  The Department has a long history of protecting the confidentiality of information about people we provide services to, and HIPAA will not change those practices.  



HIPAA universally applies such practices to all health care providers (or covered entities)  in the United States.  It also strengthens penalties for violation.  If these rules are broken, there can be severe penalties from the federal government.  Not only are the penalties applicable to the  Department as a whole, but depending on the situation, an individual employee may be held individually responsible for violating a client’s privacy.


o

i HIPAA rules and Florida law

] ] State Laws are the ceiling
family planning “what we do already”

sexually transmitted di

DOH Security Policies and
Procedures

tubercul HIPAA is the floor

HIV/AIDS I I “minimum standards”

In many instances, Florida laws are more stringent than
HIPAA requirements. DOH staff have been protecting
health information for many years and already have many
safeguards and procedures in place.



Presenter
Presentation Notes
The HIPAA Privacy Rule does not take away existing confidentiality rules as long as they are compatible with HIPAA.  Rather, it establishes the minimum standards that must be met.  It does not prevent the state from applying more restrictive policies and procedures to protect client privacy.  

For example, the HIPAA Privacy Rule says that client records must be maintained for 6 years, but the DOH record retention requirements for some patient records require us to keep client files for 7 years.  We will continue to retain some client records for 7 years, knowing that both state and federal protections are being followed.


o

2 DOH Responsibilities

Notify patients about their privacy
rights

Adopt and implement privacy
procedures across the agency

Train employees on privacy
procedures

Ensure that business associates
protect our patients’ information

Designate an agency Privacy Officer,
a Privacy Complaint Officer and
Local Privacy Officers

Establish a Complaint Procedure


Presenter
Presentation Notes
Because we have such strong confidentiality laws already, there will be very little change for the average employee.  The most significant impact is that we will need to notify all clients of the department about their privacy rights under HIPAA and ensure our business associates are following the Privacy rule. 

The General Counsel has been designated the Privacy Officer for the agency.  Next, we’ll answer the question, “What is a Business Associate?”


‘L What Is a Business Assoclate?

= Individuals or companies hired
to do work for a covered entity
that requires the use or
disclosure of protected
Information.

= Examples:

= Biomedical waste transport
= Transcription firms

- Case Management n



Presenter
Presentation Notes
A business associate is a person or an entity which provides services on behalf of the department where the performance of those services requires the use or disclosure of confidential or protected health information. 


What IS

!'_ Protected Health Information?



Presenter
Presentation Notes
You have already heard, over and over, your primary responsibility is to protect client’s health information.  The information that is to remain private is known as protected health information – you may frequently see the letters PHI – this simply is the acronym for protected health information.


o

Protected Health Information

i (PHI)

W

<,

= Individually identifiable health
Information

= Transmitted or maintained in
any electronic, written, or
spoken format.

= For example, e-mail, fax, on-line
databases, voice mail, video/audio
recordings, or conversations.

A=
@ = HIPAA calls protected health

Information PHI/.


Presenter
Presentation Notes
Protected health information is individually identifiable information about a person’s health or treatment – this means any information that we have which could enable someone else to figure out who the information is about.  

For example, we may have a client who is receiving substance abuse treatment from one of our programs.  We would know who that person is, how to contact them, what their problems are, and how we are helping them.  We can not share any information that will identify this person as Charlie James who lives in Orlando and has been suffering from a sexually transmitted disease.  

Charlie James, in this example, is obviously not a real person  but is meant to represent any individual who receive services form the Department or its contracted health care providers while resolving health issues.

Let’s take a look at exactly what kind of client information is considered individually identifiable health information.


o

What Is protected health
i Information?

= Helen Hippo
= Lives in Orlando, Florida
= Suffers from hypertension

= Recelves prenatal care and
care coordination services

= Participates in WIC program



Presenter
Presentation Notes
Individually Identifiable Information is any information that could identify or which can be reasonably be used to identify the client as well as his or her family members, household members or employer. 

For example:  an insurance document that has a client’s name blacked out, but lists his or her employer’s name would still potentially reveal the client’s protected health information, because someone could reasonably use the identified employer to identify our client.

As you are aware, some organizations use health information to deny people credit, health insurance, home loans, and even employment.  We have to be sure that we do not let information out that will allow someone to identify our client’s health information – even through employers. 


The following are examples of identifiers:

Names
Addresses

Dates directly related to an
individual such as birth date,
admission date, discharge date,

Health plan beneficiary numbers

Account numbers

Certificate/license numbers

Vehicle identifiers and serial numbers, including

and date of death license plate numbers

Telephone numbers = Device identifiers and serial numbers

Fax numbers = Biometric identifiers, including fingerprints and
Electronic mail addresses voice prints

Social security numbers = Full face photographic images .

Medical record numbers


Presenter
Presentation Notes
We must protect all documents – electronic and hard copy – as well as conversations from revealing protected health information.  

Specifically, we can not share anyone’s name, address (including city, state, or zip code), dates (birth, death, admission, or discharge) telephone or fax numbers, social security numbers, e-mail or URL addresses, medical record numbers, account numbers, health plan beneficiary numbers, vehicle identifiers such as drivers license numbers, license plate numbers or serial numbers, full face photographs or any other unique identifier used by the Department. 


S
Protected Health Information
i (PHI) Use and Disclosure

= The Privacy Rule prohibits use or
disclosure of protected health

Information unless:

= It Is used to provide treatment, payment, or
health care operations, or

= It's use Is authorized by the client, or

= Not sharing the information would present a
risk to public health or safety. (example:
Disease Reporting as required by statute,
bioterrorism activities).



Presenter
Presentation Notes
The privacy rule prohibits the Department from using or disclosing protected health information unless it is used to provide treatment, payment, or health care operations.  

Most clients know that their health information will be used to provide medical treatment and to arrange for payment.  The department may also use this information for administrative, financial, legal, and quality improvement activities.  We are allowed to use and share a client’s personal health information to complete these types of activities without asking the client for permission.

Exceptions to the Privacy Rule generally fall under the heading of public safety and public health concerns. 

The thing to remember is that a client’s personal health information can be used within the department and with its providers if it is to provide treatment, payment for treatment or for administrative purposes.  

If you have any question as to whether or not you can share a client’s information, contact your supervisor or your local privacy officer for guidance.


Inudental Uses and Dlsclosures

= Incidental uses and disclosures occur as a
result of an initial use or disclosure that is
permitted.

= These are allowable as long as reasonable
safeguards are taken and the sharing of
protected health information is /imited to the
minimum necessary to do the job.

An incidental use is a re-disclosure of health information


Presenter
Presentation Notes
By now, you may be feeling like you will never speak at work again, but remember, the Department has a long history of taking confidentiality very seriously and protecting client privacy.  Many of the practices that you currently follow will not change, but you do need to know what the Department and the Privacy Rule require as we carry out our daily jobs using and use client’s protected health information. 

An incidental use or disclosure is defined as a secondary use or disclosure that cannot be prevented, is limited in nature, and occurs as a result of another use or disclosure that is permitted by rule. 

The Privacy Rule permits certain incidental uses and disclosures, provided reasonable safeguards are applied and the “minimum disclosure necessary” standards are implemented.




o

i Use Reasonable Safequards

= Reasonable Safeguards are the actions the
Department takes to ensure that protected
nealth information remains private.

s When there Is incidental use or disclosure of

health information, use these reasonable
safegquards:

= Access is limited

= Authorization is obtained prior to sharing (when
applicable)

= Client information Is secure.


Presenter
Presentation Notes
The Privacy Rule does allow the sharing of protected information that occurs as incidental to a  primary use that is allowed by the rule.  

For example, we physically secure our client records to prevent unauthorized access.   In the event we have a legitimate reason to share protected health information, we take the precautions prescribed in the DOH security policy to transmit or convey the information to the designated party.

. 


o

i Reasonable Safeguard Examples:

The DOH Security Policy
specifies precautions that
should be taken to assure
Information privacy and
security.

= Speak quietly when discussing a client’s
condition with family members or others.

= Avoid using client names in elevators and
hallways.

= Secure documents in locked offices and
cabinets.

= Do not leave unauthorized persons
unattended in restricted areas.

= Use passwords and other security
measures on computers.



Presenter
Presentation Notes
Some examples of Reasonable Safeguards include:

speaking quietly when discussing a client’s condition with family members 

avoiding use of client names in hallways, elevators unless really necessary

(c) securing documents in locked offices or file cabinets

using passwords and other security measures on computers



Each office should have reasonable safeguards that are specific to their tasks and facility set-up.  If you have questions, your supervisor can elaborate about the reasonable safeguards that are followed in your work area.


o

i Minimum Necessary Standard

= The minimum necessary means
that the department will
develop policies and procedures
that limit the sharing of
protected health information to
the minimum necessary to do
the job.

“I'll just send
These 3
pages to the
billing office.”

The policy must:

= Limit who has access to protected
health information.

=  Specify the conditions under which
this information can be accessed.



Presenter
Presentation Notes
In addition to reasonable safeguards, the Department also has a responsibility to develop and implement policies and procedures that limit the sharing of protected health information to the minimum necessary amount of information to do the job.  

For example, an employee who is responsible for billing Medicaid for a child’s health assessment does not need to have the child’s full medical record or even the assessment results.  She only needs the information required to process the payment.  She will be provided the minimum necessary information to do her job – nothing more and nothing less.




!'_ What are the clients’ rights?


Presenter
Presentation Notes
As we have discussed, the use and disclosure of a client’s personal health information must be limited to the treatment, payment, and operation activities unless otherwise authorized.  As part of the protections spelled out in the Privacy Rule, there are client rights that must be met by the Department, as well.  


o

i Clients have the right to:

= Receive a written notice
of the Department’s
privacy practices.

= Require their
authorization for the
release of information.

= Request restrictions on
the use of their PHI.

Inspect and copy their
PHI — as documented
by the Department.

Request that improper
uses are corrected.

Obtain a report of
disclosures of their PHI.

File a grievance or
complaint.


Presenter
Presentation Notes
All clients have the right to written notice of the Department’s privacy practices – which we will be discussing this in the next section.

The Department must gain the client’s consent or authorization to use or share the client’s protected health information for reasons not related to treatment, payment or operations.

Clients can also request restrictions on the use of their personal health information.  

It is important to know that even though the client can request that the Department not use or share their personal health information – even for treatment, payment or operation activities – the Department does not have to honor the request.  Restrictions on use are determined on a case by case basis. 

Clients also have the right to inspect and copy records that contain their personal health information.  However, we will not be releasing client records wholesale – record releases – even to clients – must still follow agency procedure.  

We must be sure to document in the client’s record instances where we use or disclose a client’s protected health information, except in the case of  treatment, payment or operations, and where exempted by CFR 154.528).  Clients have the right to request a list of the places to which their information has been disclosed (Finally, clients have the right to request that errors in their records be corrected and practices that they believe may have violated their rights be remedied.  If the client feels that his or her rights have been violated and they are not happy with the Department’s response, they have the right to file a grievance/complaint with the US Department of Health and Human Services, Office of Civil Rights.


o

The DOH'’s Information
i Security and Privacy Policy

= DOH Information Security and
Privacy policies are to be followed
when more stringent than HIPAA.

= Establishes a uniform process for
Implementing and disseminating
the privacy standards required by
HIPAA regulations within DOH.
= Privacy Operating Procedures

= Notice of Privacy Practice and
updated DOH forms containing
HIPAA privacy language

= Complaint/Grievance procedures for
clients



Presenter
Presentation Notes
The department has integrated HIPAA requirements into an official policy and operating procedures, the DOH Privacy Policy.

The Privacy Policy is available on the Department of Health’s intranet through the “Publications” section, Policy and Procedure Search.

In addition to the policy, standard DOH forms have been updated to included required HIPAA language, and a complaint process for clients has been established.  


o

‘L DOH Privacy Policy

= Employees, contracted
providers/business
associates and volunteers
will be trained about the
privacy policy.

= Record of this training will
be maintained in the
personnel file; or with
contract manager when
applicable.

= The policy is accessible on
the web and available to all
employees.
Violation of this policy will result in disciplinary action and may also have criminal and civil penalties.



Presenter
Presentation Notes
The DOH Privacy Policy establishes privacy officers in each of the units that must comply with HIPAA requirements.  These staff are the first points of contact concerning privacy issues and questions.  

The policy also establishes training requirements for all staff who deal with protected health information on a routine basis.  Documentation of completed training must be maintained in the personnel file.

The policy also directs employees and volunteers to not allow the unauthorized disclosure of protected health information except as permitted or required by law. To assure that clients are provided with their rights, the policy requires use of certain DOH forms that have been changed to include HIPAA privacy language.  There is also a Notice of Privacy Practices and a poster about client rights.








Notice of Privacy Practices

= Written for our clients,

parents or guardians of
clients to explain: Notice of
= The Department’s HIPAA Privacy Practices
related duties ey St Tebenenans o Yo o o
= Reasons the Department
will use/share protected

PLEASE READ IT CAREFULLY

Information
= Client rights

= How to file a complaint or
grievance



Presenter
Presentation Notes
The Florida Department of Health Notice of Privacy Practices is a document designed to inform clients about their privacy rights. 

It tells them what the Department’s duties are as they relate to the protecting health information.  

It explains to them why we may need to use or share their personal health information, when we need their permission to use or share their information and when we do not. 

The notice also describes the client’s rights as they relate to the privacy of their health information, and it tells them how to file a grievance or complaint if they feel their protected health information is being used improperly. 

The department must also post information about the Notice of Privacy Practices in client registration areas.  




o

i Notice of Privacy Practices

= A poster about privacy rights will

r-
. B==

be visibly posted at each facility |} X\ u |
or health center. ‘x‘\ 7 i_'_"IPAA RULES‘

= All new clients will be provided A
with a copy of the Notice of 4
Privacy Practice at time of initial
contact with the Department.

= All existing clients will be ~
provided with the ANotice of
Privacy Practice at their first visit
starting April 14, 2003.



Presenter
Presentation Notes


All new clients and patients will be provided with a copy of the Notice of Privacy Practices upon initial contact with the agency, and existing clients will be given a copy at their first visit after April 14, 2003.






Complaint /Grievance Procedure

Client believes rights under HIPAA
may have been violated

l

Patient files a written complaint with the
local Privacy Officer

l

Local Privacy Officer coordinates investigation
with DOH Privacy Complaint Officer
(Inspector General)

If issue not resolved to patient satisfaction, he or
she can file a complaint or grievance with the
Department of Health and Human Services
Office of Civil Rights or the DOH Privacy
Complaint Officer in Tallahassee.



Presenter
Presentation Notes


When a person believes their rights – under HIPAA and the Privacy Rule – have been violated, they can file a formal or informal complaint or grievance with the Florida Department of Health or the Department of Health and Human Services. 



The privacy officer is the initial point of contact at the local unit, but all complaints will be routed through the unit’s director and the Office of the Inspector General at the Department of Health who functions as our agency’s Privacy Complaint Officer.




o

i The Department’s Privacy Officer

Office of the General Counsel

2585 Merchants Row Boulevard
Tallahassee, FL 32399

850-245-4005



Presenter
Presentation Notes
Throughout this course we have made reference to the department’s privacy officer.  The HIPAA requirements direct the department to identify a person who is responsible for ensuring that the Department, through its policies and procedures, is implementing the requirements of the HIPAA law and the Privacy Rule.

The Department’s Privacy Officer is the Office of General Counsel.  They can be reached at 850 245-4005 or Suncom 205-4005.

You can also contact your supervisor or the unit’s local privacy officer to get answers to your questions, specific guidance on policy and procedure, or for technical assistance. 


o

i The DOH’s Privacy Complaint Officer

= Office of the Inspector
General

4052 Bald Cypress Way, Bin A03

Tallahassee, FL 32399
850-245-4141

= Clients who have feel that DOH has not
followed the HIPAA privacy rule should send
written complaints for investigation.



Presenter
Presentation Notes
At the Department of Health, the Inspector General functions as the agency’s Privacy Complaint Officer.  If clients have a complaint concerning the management of their protected health information, the Inspector General will work with the local unit director to manage the complaint and reach resolution.


o

i HIPAA Information Resources

= DOH Policies and Procedures
are available electronically on the DOH web site:

http://www.doh.state.fl.us/planning eval/HIPAA/index.html

http://dohiws.doh.state.fl.us/Divisions/IRM/Policies/Security/table of contents.htm

= US Dept. Of Health and Human Services:

http://www.hhs.gov/ocr/privacy/index.html



Presenter
Presentation Notes
Additional information on HIPAA, is available on the web.  The Department’s HIPAA home page contains information specific to DOH implementation.  Other useful sources include the Federal Office of Civil Rights in the United States Department of Health and Human Services.

http://www.doh.state.fl.us/planning_eval/HIPAA/index.html
http://dohiws.doh.state.fl.us/Divisions/IRM/Policies/Security/table_of_contents.htm
http://www.hhs.gov/ocr/privacy/index.html

The BOTTOM LINE on Implementing HIPAA and the DOH
Information Security and Privacy Policies




o

i DOH must:

Safeguard the privacy of protected health information, which

includes past, present, or future

= health conditions,
= provision of health care,
= payment for health care.
Provide notice of the Department’s privacy practices.

Explain how, when, and why we may disclose or use protected
health information.

Monitor compliance with the information security and privacy
policies, protocols, and procedures.

The BOTTOM LINE on Implementing H/PAA and the DOH Information

Security and Privacy Policies


Presenter
Presentation Notes
The department’s client records contain health information that is protected by federal and state law.  

The department has a duty to safeguard the privacy of the client’s health information, which includes the client’s past, present, or future health condition; provision of health care to the client; and payment for the health care.  

In addition to following these practices, the Department must provide each client, patient, parents or guardians of clients or patients, caregivers, foster care parents and adoptive parents with a copy of the Notice of Privacy Practices which describes the Department’s privacy practices and explains how, when and why we may use or disclose the client’s health information.  


g

i General Rules:

Use and disclose information only within the limits of DOH
policy.
Document disclosures of client information in the record.

Allow clients access to their health information and allow
requests to amend health information.

Keep client records secured in a reliable locking system within a
restricted area, and not leaving confidential information
unattended.

Only send/take just enough confidential information to satisfy
the request/task.

Confidential information being discussed by phone, must be
done so in areas where the conversation cannot be overheard.

Cellular phones (including the Blackberry) are not considered to
be secure.

The BOTTOM LINE on Implementing H/PAA and the DOH Information

Security and Privacy Policies



g

General Rules:

= All DOH employees, contracted providers and volunteers must
have access to DOH Information and Security policies.

= Individual medical information maintained in a public health
disaster, emergency, communicable disease surveillance, or
epidemiology investigations are exempt from HIPAA.

= Use encryption when sending confidential information
electronically over a public transport medium or the transport
medium is not owned or managed by the department. Keeping
In mind most state communications to or from state officials
regarding state business are public records.

= Double enveloping is required when mailing confidential or
sensitive information.

= Report all breeches of client confidentiality to your supervisor,
local privacy officer, or Inspector General.

The BOTTOM LINE on Implementing H/PAA and the DOH Information
Security and Privacy Policies



o

Allowable uses of protected
i health information

= DOH may use protected health
iInformation without the client’s written
authorization for the following reasons:

= For treatment E%

i [\ \ L
= 10 obtain payment :

« For department/healthcare
operations

The BOTTOM LINE on Implementing H/PAA and the DOH Information
Security and Privacy Policies


Presenter
Presentation Notes
In general, uses and disclosures of protected health information which are related to treatment, payment or operations do not require authorization by the client.  Uses and disclosures for other reasons do require written authorization.

 

When the Department needs to use or share personal health information related to treatment, payment, and operations, the HIPAA Privacy Rule allows this use  without the specific written authorization of the client.  



For example, client PHI may be shared among members of the client’s treatment team.

It may be provided to Medicaid to receive payment for services that we have given or provided to the client.  

The department may also use or share a client’s health information for operations.  For example, the department may use PHI to help evaluate the quality of services provides, or it may be disclosed for audit purposes.


o

Exceptions to the written
i authorization rule

= The Department can use or disclose
protected health information without written
authorization for the following reasons:

= The law requires disclosure
= For public health activities
= For health oversight activities
= T0 avert threats to health or safety

= For research purposes with IRB approval

The BOTTOM LINE on Implementing H/PAA and the DOH Information
Security and Privacy Policies


Presenter
Presentation Notes
Other activities that occur for which written authorization is NOT required included:

Public health activities - requirements to collect information about disease or other public health events

Health oversight activities - audits or inspections, regulatory related functions

To avert threats to health or safety


Exceptions to the written
authorization rule

= Law enforcement

= Relating to decedents
= Investigation of a crime
= Medical examiners / funeral directors

= Subpoenaed Medical Records

= General patient medical information records (excluding
public health investigatory records, HIV test results,
substance abuse service provider client record and WIC
records) may be disclosed under the authority of a
subpoena, but only after the patient or patient’s authorized
representative has had an opportunity to object and has not.

The BOTTOM LINE on Implementing H/PAA and the DOH Information
Security and Privacy Policies
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The law also requires disclosure in cases such as suspected child abuse, neglect, or domestic violence; in response to a court order, or to a law enforcement officer and in response to decedents, medical examiners or funeral directors.



If in doubt about sharing PHI, first check with your supervisor or the local or DOH privacy officer. 




i Test your knowledge:

1. Who must follow HIPAA privacy requirements?
». All DOH staff and volunteers
5. Staff who work with clients
c.  All staff and volunteers who work with protected health
Information
2. The privacy rule...
a. replaces Florida’'s existing confidentiality laws
s.  protects individually identifiable information
c.  requires a court order for records release



i Test your knowledge:

3. Allowable use of PHI is for reasons of treatment,
payment or operations.

A.

B.

True

False

+. What does protected health information include?

A.

Any information that can link a specific person with a health
condition

Written, spoken or electronic communication about an
iIndividual’s health information

Both



i Test your knowledge:

5. The DOH may no longer share information about
clients with business associates.

A True

8. False

6. All clients must be provided with written notice of the
Department’s privacy practices.

A True

. False



i Test your knowledge:

7. Incidental uses or disclosures of PHI are allowed if:
a. The client has provided written consent
5. The request comes from headquarters

c. Reasonable safeguards are in place

s. YoUu must obtain patient agreement to use or disclose
PHI for public health activities.

A True

8. False



i Test your knowledge:

o. Clients have the right to request a history of non-
routine disclosures that have been made.

A True

8. False

10. Clients may formally complain to the Department of
Health or to the Department of Health and Human
Services If they feel their privacy has been violated.

A True

8. False



i Check your answers:
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HIPAA and DOH Information

Security and Privacy Training

Employee Name : Date:
Print Name

This document functions as confirmation of successful completion
of the Department of Health’'s HIPAA and
Information Security and Privacy Training program
and the individual named above
has completed said training.

Signature of Employee: Date:

Attested to by: Date:
Supervisor/Privacy Officer/Contract Manager

Cc: Human Resource Management, employee personnel file
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Presentation Notes
Print this certificate for all who have successfully completed the Advanced HIPAA training.  The employee must sign the document along with either their supervisor or the Privacy Officer.  A copy should be maintained in the personnel file.
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